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ABSTRACT

Explicit Congestion Notification (ECN) is widely used in modern data center
networks to signal congestion without incurring packet loss. ECN is effective in
reducing queue buildup and preserving high throughput. However, congestion signals
are generated only after queue buildup has begun, which may delay mitigation in large-
scale Al data centers where synchronized, high-throughput traffic flows are common.
This paper examines the limitations of conventional ECN behavior in spine-leaf data
center fabrics and proposes an enhanced ECN-based mechanism that utilizes in-
network feedback and dynamically adapts Equal-Cost Multi-Path (ECMP) paths. By
proactively rerouting traffic away from congested paths before widespread congestion
propagation, the proposed approach aims to improve job completion time, reduce

unnecessary rate throttling, and better utilize available network resources.

Additionally, incorporating real-time buffer telemetry into this path-selection
process provides a powerful extension that directly elevates fabric stability and load
distribution. This work shows the potential of a closer integration of congestion
notification and path selection mechanisms may help shorten congestion resolution and
improve the efficiency of Al training and inference workloads in modern data center

environments.
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Introduction

Al data centers are known for high fan-in and fan-out communication patterns, in which
multiple hosts simultaneously exchange large volumes of data. These traffic patterns often
result in microbursts and transient congestion within the network fabric, especially at links
where the traffic aggregates. Explicit Congestion Notification (ECN) has been adopted to
address such congestion by marking packets instead of dropping them, enabling end hosts to

react by reducing transmission rates.

Although ECN improves lossless behavior, its congestion response is essentially end-host
driven and reactive. In workloads with strict latency and synchronization requirements, such as
distributed training and inference, even short congestion events can substantially affect overall
job completion time. This paper explores these limitations and proposes an enhancement that

introduces faster, topology-aware congestion mitigation within the network.
Background of Conventional ECN Behavior

ECN Operation

In a traditional ECN enabled network, switches monitor their internal queues using Active
Queue Management (AQM) schemes like Random Early Detection (RED). When queue
thresholds are exceeded, the switch flips the Congestion Experienced (CE) bits in the outer IP

header of passing traffic.

Upon observing CE marked packets, the receiver sends congestion notification packets
(CNPs) to the sender. The sender then reduces its transmission rate according to the congestion

control algorithm in use.
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Figure 1: Conventional ECN operation

In Fig. 1, a commonly used Leaf-Spine CLOS data center architecture is shown, in which
Host1 and Host2 both send ECN enabled traffic to Host3. Host1 sends via Leaf1-Spinel-

Leaf3, while Host2 forwards traffic through Leaf2-Spinel-Leaf3. During congestion, RED
Spinel randomly marks packets with the Congestion Experienced (CE) flag, and in this case, a
packet from Hostl is marked. Upon receiving the marked packet, Host3 sends a Congestion

Notification Packet (CNP) to Host1, causing Host1 to reduce its transmission rate.

Limitations of Conventional ECN deployment in AI Data Centers

Despite being effective, this mechanism exhibits several limitations in large-scale data center

environments:

1. Delayed Congestion Reaction: Congestion signaling relies on an end-to-end feedback
mechanism between communicating endpoints. By the time the sender reacts, queue buildup

may have already intensified, leading to additional ECN markings across multiple flows.

2. Flow-Agnostic Marking:

In ECN, Congestion Experienced (CE) marking does not differentiate between flows that could

be rerouted and those that cannot. This causes widespread rate reduction.
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3. Lack of Path Awareness:

ECN operates independently of Equal-Cost Multi-Path (ECMP) routing decisions. As a result,
congestion on a single path does not automatically trigger traffic redistribution to other

available paths.

These problems collectively degrade throughput and increase job completion time in Al

workloads.

Motivation for Enhanced ECN

In data centers, Spine-leaf topologies inherently provide multiple equal-cost paths between
endpoints. However, conventional ECN does not leverage this path diversity to proactively
relieve congestion. A mechanism that combines ECN signaling with in-network path adaptation
can significantly reduce the duration and impact of congestion events.

The key motivation is to shift from a purely end-host—driven response to a joint approach
in which network devices assist with congestion mitigation by traffic rerouting, leveraging

topology knowledge and real-time path conditions.
Proposed Enhanced ECN Mechanism

Network Scenario

Consider a spine-leaf topology where three hosts (Host1, Host2, and Host3) are connected to
Leafl, Leaf2, and Leaf3, respectively. All leaf switches connect to two spine switches, Spinel

and Spine2.
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Figure 2: ECN operation with Special Congestion Notification Message

Assume Hostl and Host2 send ECN-enabled traffic to Host3, and Equal-Cost Multi-Path
(ECMP) hashing selects the following paths:

e Hostl — Leafl — Spinel — Leaf3 — Host3 (Fig. 2, steps 1-4)

e Host2 — Leaf2 — Spinel — Leaf3 — Host3 (Fig. 2, steps 1-4)

If congestion occurs on the Spinel-Leaf3 link, Spinel marks packets using Random Early
Detection (RED) with the Congestion Experienced (CE) flag. In this scenario, packets
originating from Hostl are marked with the CE flag by Spinel (Fig. 2, step 3), while packets
from Host2 remain unmarked. As a result, Host3 sends congestion notification packets (CNPs)

to Hostl1 (Fig. 2, step 5). Upon receiving CNP, Host1 takes appropriate action and reduces the

transmission rate.

Enhanced Congestion Notification

In addition to marking packets, the proposed mechanism introduces a special congestion
notification message generated by Spinel (Fig. 2, step 6). This message is sent upstream to the

ingress leaf (Leafl) and contains information identifying the affected flow or flow group.
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ECMP-Aware Traffic Rerouting

Leafl evaluates whether alternate ECMP paths exist for the destination after receiving the
congestion notification message. If an ECMP path is available, such as via Spine2, Leafl
reroutes subsequent packets of the affected flow to this alternate path (Fig. 2, step 7).

This rerouting occurs before Spinel's widespread CE marking propagates to other flows,
thereby localizing the impact of congestion and preserving throughput. In this example, if
congestion is not mitigated in a timely manner, Spinel may start marking packets from Host2
with the Congestion Experienced (CE) flag, which leads to a reduction in Host2’s transmission

rate.

Benefits
The proposed approach has several advantages:

e Faster Congestion Relief: The network device redirects traffic to alternative paths
without waiting for end-host rate adaptation, which helps buffer utilization reduction on
congested links more quickly.

e CE Marking Reduction: Fewer flows experience CE marking, which minimizes
unnecessary data transmission rate reductions across multiple flows.

e Improved Job Completion Time: Al workloads benefit from sustained throughput and

lower synchronization delays.

Optimization Leveraging Buffer Awareness

To further strengthen the solution, the ingress leaf can maintain telemetry information about
buffer utilization of neighboring devices associated with alternate forwarding paths. Before
rerouting traffic, Leafl can assess whether Spine2 has sufficient buffering capacity to

accommodate additional traffic.

This buffer-aware decision process enables fine-grained control over how much traffic is

rerouted, preventing secondary congestion while improving overall load balancing.

Discussion on Future Work

Although the proposed enhancement introduces extra signaling overhead, the messages are
localized and event-driven, making them appropriate for high-performance data center fabrics.

Future work includes:

e Defining lightweight and scalable special congestion notification message formats.
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e Evaluating interaction with existing congestion control protocols.
e Quantifying performance gains through broad-scale simulations and real testbeds.

e Implementing prototype support using in-band network telemetry.

CONCLUSION

This paper discussed an enhanced ECN-based congestion mitigation mechanism for Al data
center networks. By integrating ECN signaling with ECMP aware, in-network rerouting, the
proposed approach tackles major limitations of conventional ECN, including delayed reaction
and unnecessary rate throttling. By leveraging inherent path diversity in spine-leaf
architectures, this enhancement enables faster congestion resolution and improved workload

performance, making it a promising approach for next-generation data center networking.
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