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ABSTRACT

Cloud computing has emerged as a hot topic in the recent past, as most individuals
seek scalable and flexible cloud solutions with unprecedented cost-optimization
capabilities. However, this advancement has also brought so many different security
issues onto the cloud, and thus, cloud environments are a fertile ground for cyber
threats. This paper focuses on new trends in cloud security: APTSs, insiders, data
compromise, and DDoS attack threats. It goes deeper in exploring the features of these
threats as well as the consequences that are sanctioned in cloud structures.
Furthermore, the paper also undertakes an analysis of current-day countermeasures
aimed at combating such threats. Measures such as zero trust architecture, encryption
techniques, Al and ML in threat identification, and effective access control measures
are analyzed for effectiveness when applied to cloud ecosystems. The following paper
attempts to present an extensive analysis and overview of the threats and defense
mechanisms associated with cloud computing and deliver the best strategies to cloud
computing platforms. The results imply that there is a need to adapt security measures
to the dynamic security threats evident in cloud computing.
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I. INTRODUCTION

Cloud computing as one of the recent technology advancements defines the third phase of the
digital transformation process which is characterized by high scalability, flexibility, and cost-
effectiveness. Businesses around the world have adopted cloud services, which have become
an invaluable tool in improving corporate efficiency and innovation. While the shift has rapidly
accelerated, the network has simultaneously been exposed to a much more intricate and
dynamic threat profile.

The security postures that were designed for traditional computing architectures are
inadequate to offer protection against the current cloud computing challenges. The model of
shared responsibilities, where security responsibilities are distributed between the cloud
providers as well as the cloud users generates new risk factors. Furthermore, with respect to
cloud infrastructure, resources are very frequently being created and destroyed; thereby, it is
extremely difficult to sustain a favorable security outlook.

This study aims to provide some insights into the new-generation threats that endanger the
security of cloud-based applications and information. Thus, in this paper, the authors seek to
capture the dynamics of the threat landscape by studying the contemporary attack types and
approaches used by cyber attackers. Moreover, it will discuss the efficiency of the existing
defense mechanisms to determine the advantages and the disadvantages of the chosen solution.
This research will lead to the identification and formulation of new approaches to ensuring the
security of organizations and individuals against the increasing threats posed by cloud
computing.

The findings of the present study into the complex relations between emerging threats and
defense mechanisms can be endorsed as useful for policymakers, practitioners, and researchers
in the development of more effective protection strategies for cloud environments and critical
data.

Cloud computing makes it possible to store, access, and retrieve data on remote servers.
With the help of internet-based computing services, cloud computing has enabled access to
large data and provided powerful processing capabilities through its service architecture. The
current cloud computing architecture is a combination of service-oriented and event-driven
architectures that include various services and components. The traditional cloud architecture
consists of front-end and back-end, as can be observed from Figure 1.
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Cloud computing architecture

The cloud computing architecture at the front-end level provides users with an interactive
interface to ensure that they can easily interact with cloud services. The internet is the main
median connecting the users on the frontend with the cloud backend consisting of main services
over a remotely located server. The backend is mainly controlling the applications, services,
storage, and overall infrastructure.

1. CLOUD SECURITY ARCHITECTURE

Cloud security architecture is an integral component in the backend of cloud computing
architecture that ensures the hardware and technologies are protecting the backend
infrastructure of cloud computing. However, the security of the architecture also varies with the
type of cloud service. These services are offered as per demand and require an enhanced level
of security for their users. Therefore, the cloud security architecture at each service level is
composed of smart services and applications. A services-level cloud security architecture can
be observed from the figure 2 below.
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Cloud security architecture

The cloud computing architecture is also divided based on the services offered which are
described as laaS, PaaS, and SaaS. These are the main three services that provide a wide range
of control, flexibility, and management.

e Infrastructure as a Service

The infrastructure as a service is a type of cloud computing architecture that provides a high
degree of flexible control over the infrastructure located on remote servers. The business and
individuals can rent machines, storage, networks, and other fundamental computing resources
from cloud service providers and utilize these services as per their needs. Cloud service
providers ensure cost-effective solutions by providing top service.
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e Platform as a Service

The platform as a service is also another type of cloud computing architecture that equips
customers to utilize its service for the development and deployment of applications without
worrying about other development tools, middleware, and integration of different applications
and data sources. PaaS ensures the applications are being developed in a controlled environment
and ensures complete automation of deployment, scaling, and management of applications.

e Software as a Service

Software as a service is another type of cloud computing architecture that provides control
over a subscription basis. Users can access applications using web browsers without needing to
install any additional software. These can be used to access applications. These services can be
accessed by a subscription model, can be used by multiple users, and can be integrated with
other SaaS applications and services.

I11. THREATS IN CLOUD SECURITY

In the evolving landscape of cloud security, insider threats and advanced persistent threats
(APTSs) stand out as significant and complex challenges. Both pose severe risks but originate
from different sources and operate through distinct mechanisms. Understanding these threats is
crucial for comprehending the broader security implications of cloud environments.

1. INSIDER THREATS

Involve risks that come from within an organization. These threats can be particularly sneaky
because they involve individuals who already have legitimate access to systems and data. The
primary types of insider threats are malicious insiders, negligent insiders, and compromised
insiders.

1.1. Malicious Insiders

These individuals intentionally exploit their access for personal gain or to cause harm. For
example, a disgruntled employee might steal sensitive data to sell to a competitor or sabotage
the organization's operations. In cloud environments, such insiders can exploit their access to
cloud storage and applications to exfiltrate data or disrupt services.

1.2. Negligent Insiders

Negligent insiders inadvertently cause harm due to a lack of awareness or carelessness. For
instance, an employee might fall victim to a phishing scam or accidentally expose sensitive data
by misconfiguring cloud settings. In cloud environments, such negligence can lead to data
breaches or unintended exposure of information, especially given the complexity and
accessibility of cloud systems.

1.3. Compromised Insiders

These are individuals whose credentials have been leaked or compromised by external
attackers. The attackers use these credentials to gain unauthorized access to the organization's
cloud resources. This type of insider threat can be particularly challenging to detect because it
involves an external entity masquerading as a legitimate user.

Insider threats in cloud environments are exacerbated by the inherent nature of cloud
computing. Cloud services often provide broad access and facilitate easy sharing of data across
various parts of an organization and even with third parties.
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This widespread accessibility, combined with the shared responsibility model of cloud
security, can make it difficult to monitor and control insider activities effectively. Additionally,
the remote accessibility of cloud services means that monitoring tools must be sophisticated
enough to detect and analyze user behavior in a distributed and dynamic environment.

2. ADVANCED PERSISTENT THREATS (APTS)

ATP represents a more sophisticated and coordinated approach to cyberattacks. Unlike
traditional attacks that may be quick and opportunistic, APTs involve a prolonged and stealthy
effort to infiltrate an organization's network and extract valuable data over an extended period.
APTs are typically executed by sophisticated adversaries, such as nation-states or well-
resourced criminal organizations, with specific and strategic goals. APTs generally involve
several stages:

2.1. Initial Access

Attackers use various techniques to gain entry into the target's network. This might include
exploiting vulnerabilities in cloud applications, conducting phishing campaigns, or leveraging
zero-day exploits. The initial access phase is crucial as it sets the stage for further infiltration.

2.2. Establishing a Foothold

Once inside, attackers work to establish a persistent presence within the network. This often
involves installing malware or creating backdoors to ensure continued access, even if initial
vulnerabilities are patched.

2.3. Internal Reconnaissance

Attackers conduct extensive reconnaissance to map out the network, identify valuable data, and
understand the organization's security posture. This phase is critical for planning subsequent
actions and ensuring the attack is executed with minimal detection.

2.4. Lateral Movement

With a foothold established, attackers move laterally within the network to gain higher
privileges and access more sensitive systems and data. This movement involves exploiting
additional vulnerabilities and leveraging stolen credentials.

2.5. Data Exfiltration

The ultimate goal of an APT is often to extract valuable data without detection. Attackers use
various techniques to exfiltrate data, such as encrypting it and sending it out in small,
unnoticeable packets to avoid triggering security alarms.

In cloud environments, APTSs can be particularly challenging due to the highly complex and
interconnected nature of cloud services. Attackers might exploit cloud-specific vulnerabilities
or configurations to facilitate their operations. The cloud's inherent scalability and the
complexity of managing and securing multi-tenant environments can make it difficult to detect
and respond to these sophisticated threats.

3. DENIAL OF SERVICE ATTACKS

Denial of Service (DoS) attacks pose a significant threat to cloud security by aiming to disrupt
the availability of cloud-based services and applications. In a DoS attack, malicious actors
overwhelm a target system with excessive traffic or requests, rendering it unable to respond to
legitimate users. When this occurs in a cloud environment, the impact can be particularly severe
due to the reliance on cloud resources for critical operations.
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Cloud services are often highly accessible and scalable, which makes them attractive targets
for DoS attacks. Attackers exploit these attributes by flooding cloud servers with a massive
volume of requests, causing resource exhaustion and service degradation. Distributed Denial of
Service (DDoS) attacks, a more complex form of DoS, use a network of compromised systems
to amplify the attack, making it even more challenging to mitigate.

The consequences of a successful DoS attack in the cloud can be substantial. A prolonged
outage can disrupt business operations, leading to loss of revenue, customer dissatisfaction, and
reputational damage. Given the increasing reliance of organizations on cloud services,
customer-facing applications, the impact can be particularly damaging, affecting user access
and potentially causing loss of customer trust.

4. INSECURE APPLICATION PROGRAMMING INTERFACES

Insecure Application Programming Interfaces (APIs) are a critical threat to cloud security,
given their integral role in modern cloud services. APIs enable various applications and services
to interact, allowing for seamless integration and functionality. However, their widespread use
also introduces significant security risks if not adequately secured.

APIs are often designed to facilitate access to cloud services and data, making them
attractive targets for attackers. When APIs are inadequately protected, they can become
gateways for unauthorized access. For instance, an API that lacks proper authentication and
authorization mechanisms might allow malicious users to access sensitive data or manipulate
cloud resources. This can result in data breaches, data loss, or unauthorized changes to cloud
infrastructure.

One common issue with insecure APIs is the exposure of sensitive information through
insufficient access controls. For example, an APl endpoint might reveal sensitive data if it does
not enforce proper permission checks, leading to data leaks. Similarly, APIs that do not validate
input can be exploited through injection attacks, allowing attackers to execute arbitrary
commands or access restricted data.

Additionally, poorly designed APIs might fail to implement robust encryption, making data
transmitted between the client and server susceptible to interception and tampering. This lack
of encryption can expose sensitive information to attackers monitoring network traffic.

5. DATA BREACHES

Data breaches represent one of the most severe threats to cloud security. A data breach happens
when unauthorized individuals gain access to confidential or sensitive information. In cloud
environments, where data is stored on remote servers rather than on-premises infrastructure,
the risks are amplified due to the shared nature of cloud resources and the complexity of cloud
security management.

Cloud providers offer powerful and scalable storage solutions, but they are also attractive
targets for cybercriminals. Attackers may exploit vulnerabilities in the cloud provider's
infrastructure, misconfigured security settings, or weak access controls to gain unauthorized
access. For instance, a misconfigured cloud storage bucket might accidentally expose data to
the public, or an exploited vulnerability could allow attackers to access the entire cloud
environment.

The consequences of a data breach in the cloud can be far-reaching. Sensitive data,
including personal identifiable information (PI1), financial records, and intellectual property,
may be stolen, leading to financial losses, reputational damage, and legal ramifications.
Organizations might face regulatory penalties for failing to protect data adequately, particularly
if they are subject to data protection laws such as GDPR or HIPAA.
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IV. DEFENSE MECHANISM IN CLOUD SECURITY

The rapidly growing threats in the cloud infrastructure and the occurrence of incidents have
increased the importance of defense mechanisms in the cloud computing infrastructure.
Effective cloud security is possible through the modern approach of multilayer protection to
protect critical data resources, applications, and infrastructures from a number of threats. Key
defense mechanisms exist that can be enabled to ensure the protection of cloud resources.

1.

Data Loss Prevention

Data Loss Prevention (DLP) is a security strategy designed to protect sensitive data
from unauthorized access, loss, or leakage. DLP technologies monitor and control data
usage, ensuring that it is not exposed or transferred inappropriately. In cloud
environments, DLP solutions help prevent accidental or malicious data breaches by
enforcing policies restricting sensitive information access and movement. These
solutions employ techniques such as content inspection, contextual analysis, and policy
enforcement to detect and block unauthorized activities. For example, DLP can identify
and prevent the sharing of confidential data through e-mail or cloud storage services.
DLP policies can be customized to align with regulatory requirements and
organizational needs, ensuring that data is handled securely throughout its lifecycle.
Regularly updating and auditing DLP policies and configurations is essential to adapt
to evolving threats and maintain adequate data protection. By implementing DLP
strategies, organizations can minimize the risk of data loss and enhance overall security
in cloud environments.

Identity and Access Management

Identity and Access Management (IAM) is crucial for controlling user access to cloud
resources and ensuring that only authorized individuals can access sensitive
information. IAM systems manage user identities and permissions through features such
as Multi-Factor Authentication (MFA), Role-Based Access Control (RBAC), and
Single Sign-On (SSO). MFA enhances security by requiring multiple forms of
verification before granting access, significantly reducing the risk of unauthorized entry.
RBAC assigns permissions based on user roles, ensuring individuals only access the
resources necessary for their job functions, thereby minimizing potential misuse. SSO
simplifies user management by allowing access to multiple applications with a single
set of credentials, improving both security and user experience. Effective IAM also
involves regularly reviewing and updating user permissions to reflect changes in roles
or employment status.
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By implementing robust IAM practices, organizations can better protect their cloud
environments from internal and external threats, ensuring that access to critical
resources is properly controlled and monitored.

Firewalls and Network Security

Firewalls and network security are essential for protecting cloud infrastructure from
unauthorized access and cyber threats. Firewalls act as a safeguard between internal
networks and external sources, monitoring and filtering incoming and outgoing traffic
based on predefined security rules. They help block malicious activity and prevent
unauthorized access to cloud resources. In addition to firewalls, network security
involves using Intrusion Detection and Prevention Systems (IDPS) to identify and
respond to suspicious activities in real-time. Network segmentation is another critical
practice, dividing the network into smaller segments to contain potential breaches and
limit their impact. Virtual Private Networks (VPNSs) are also used to create secure,
encrypted connections over public networks, protecting data in transit. Regular updates
and patching of network security devices are vital to defend against evolving threats and
vulnerabilities. By implementing robust firewalls and network security measures,
organizations can bolster the security of their cloud infrastructure and defend against
various cyber threats.

Security Information and Event Management (SIEM)

Security Information and Event Management (SIEM) systems are crucial for real-time
monitoring and management of security events in cloud environments. SIEM tools
collect and analyze security data from various sources, including logs, network traffic,
and user activities. They provide centralized visibility into security events and incidents,
enabling organizations to detect, analyze, and respond to potential threats more
effectively. SIEM systems use correlation rules, threat intelligence, and machine
learning to identify patterns and anomalies that may indicate a security breach or attack.
Automated alerts and reporting capabilities help security teams quickly address issues
and mitigate risks. Regular updates and configuration adjustments are necessary to
ensure the SIEM system remains effective against new and evolving threats. By
leveraging SIEM solutions, organizations can enhance their ability to detect and respond
to security incidents, improve incident management, and maintain a robust security
posture in cloud environments.

Vulnerability Management

Vulnerability management is a proactive approach to identifying, assessing, and
mitigating security weaknesses in cloud systems and applications. This process involves
regularly scanning for vulnerabilities, such as unpatched software or misconfigured
settings, that attackers could exploit. Vulnerability management tools provide
comprehensive assessments by identifying and prioritizing vulnerabilities based on their
severity and potential impact. Once identified, vulnerabilities are addressed through
remediation actions, such as applying patches, reconfiguring settings, or implementing
additional security controls. Regular vulnerability assessments are essential for
maintaining a strong security posture and adapting to emerging threats. Additionally,
integrating vulnerability management with other security practices, such as threat
intelligence and incident response, enhances overall security effectiveness. By
implementing a robust vulnerability management program, organizations can reduce the
risk of exploitation and strengthen the security of their cloud environments.
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6. Backup and Disaster Recovery

Backup and disaster recovery are essential for ensuring the resilience and availability of
data in cloud environments. Backups involve creating copies of critical data and storing
them in secure locations, either within the cloud or on external storage media. This
protects against data loss due to accidental deletions, hardware failures, or cyber-
attacks. Disaster recovery plans outline procedures for restoring data and systems after
a significant disruption, such as a natural disaster or a major cyber-attack. Key
components include defining recovery time objectives (RTO) and recovery point
objectives (RPO), which determine acceptable downtime and data loss limits. Regular
testing of backup and disaster recovery processes is crucial to ensure their effectiveness
and reliability. Additionally, encrypting backup data adds an extra layer of security to
protect it from unauthorized access. By implementing comprehensive backup and
disaster recovery protocols, organizations can ensure the continuity and integrity of their
data, even in the face of unexpected events.

7. Zero Trust Architecture

Zero Trust Architecture (ZTA) represents a modern approach to cloud security by
adopting the principle of "never trust, always verify." Unlike traditional security models
that focus on perimeter defenses, Zero Trust assumes that threats can exist both inside
and outside the network. This architecture requires continuous verification of all users,
devices, and applications, regardless of their location. Key elements of ZTA include
strict identity and access controls, micro-segmentation, and least-privilege access
principles. Identity and access controls involve multi-factor authentication (MFA) and
role-based access control (RBAC) to ensure that only authorized entities can access
resources. Micro-segmentation further divides the network into smaller segments in
order to enhance security control access more effectively and limit the spread of
potential breaches. The least-privilege access principle ensures users and applications
have only the minimum level of access required. By implementing Zero Trust
Architecture, organizations can improve their security posture, reduce the risk of insider
and outsider threats, and better protect their cloud environments against advanced and
persistent threats

V. CONCLUSION

Cloud computing has gained significant adoption in recent years and has transformed the
working of organizations, making them more mobile, flexible, scalable, and efficient. Since
cloud environments are continuously evolving and are more often central to business processes
and workflows, security is critical. New threats to cloud security, including data leaks, insider
threats, identity theft, and APTs, are becoming more and more popular, targeting different
specificities of the cloud environment. Misconfigurations of networks and applications,
insecure APIs, and weak access controls are usually the standard paths adopted by attackers.
The defense mechanisms consist of encryption, 1AM, data backup, and disaster recovery
measures. The application of these defense mechanisms will allow organizations to strengthen
the protection of cloud environments against modern and future threats.

REFERENCES

[1] A. K. Sandhu, “Big data with cloud computing: Discussions and challenges,” Big Data Mining
and Analytics, vol. 5, no. 1, pp. 3240, Mar. 2022, doi:
https://doi.org/10.26599/bdma.2021.9020016.

[2] M. Sadeeq, N. M. Abdulkareem, S. R. M. Zeebaree, D. Mikaeel Ahmed, A. Saifullah Sami, and
R. R. Zebari, “IoT and Cloud Computing Issues, Challenges and Opportunities: A Review,”

https://iaeme.com/Home/journal/lJCET editor@iaeme.com



Himanshu Sharma

Qubahan Academic Journal, wvol. 1, no. 2, pp. 1-7, Mar. 2021, doi:
https://doi.org/10.48161/qaj.v1n2a36.

[3] L. Golightly, V. Chang, Q. A. Xu, X. Gao, and B. S. Liu, “Adoption of cloud computing as
innovation in the organization,” International Journal of Engineering Business Management,
vol. 14, no. 1, pp. 1-17, May 2022, doi: https://doi.org/10.1177/18479790221093992.

[4] R. Zhang, “The impacts of cloud computing architecture on cloud service performance,”
Journal of Computer Information  Systems, pp. 1-9, Mar. 2018, doi:
https://doi.org/10.1080/08874417.2018.1429957.

[5] S. El Kafhali, 1. El Mir, and M. Hanini, “Security Threats, Defense Mechanisms, Challenges,
and Future Directions in Cloud Computing,” Archives of Computational Methods in
Engineering, vol. 29, no. 1, Apr. 2021, doi: https://doi.org/10.1007/s11831-021-09573-y.

[6] T. Ahanger and A. Aljumah, “Cyber Security Threats, Challenges and Defense mechanisms in
Cloud Computing,” IET Communications, vol. 14, no. 7, Feb. 2020, doi:
https://doi.org/10.1049/iet-com.2019.0040.

[7] H. Tabrizchi and M. K. Rafsanjani, “A survey on security challenges in cloud computing: issues,
threats, and solutions,” The Journal of Supercomputing, vol. 76, no. 12, pp. 9493-9532, Feb.
2020, doi: https://doi.org/10.1007/s11227-020-03213-1.

[8] R. A. Nafea and M. Amin Almaiah, “Cyber Security Threats in Cloud: Literature Review,”
IEEE Xplore, Jul. 01, 2021. https://ieeexplore.ieee.org/abstract/document/9491638

[9] B. Alouffi, M. Hasnain, A. Alharbi, W. Alosaimi, H. Alyami, and M. Ayaz, “A Systematic
Literature Review on Cloud Computing Security: Threats and Mitigation Strategies,” IEEE
Access, vol. 9, no. 1, pp. 1-1, 2021, doi: https://doi.org/10.1109/access.2021.3073203.

[10] Kindervag, J. (2010). "No More Chewy Centers: Introducing the Zero Trust Model of
Information Security." Forrester Research.

[11]  NIST. (2020). "Zero Trust Architecture." NIST Special Publication 800-207.

Citation: Himanshu Sharma, The Evolution of Cybersecurity Challenges and Mitigation Strategies in Cloud
Computing Systems, International Journal of Computer Engineering and Technology (1JCET), 15(4), 2024,
pp. 118-127

Abstract Link: https://iaeme.com/Home/article_id/IJCET_15 04 010

Article Link:
https://iaeme.com/MasterAdmin/Journal_uploads/IJCET/VOLUME_15 ISSUE_4/IJCET_15_04_010.pdf

Copyright: © 2024 Authors. This is an open-access article distributed under the terms of the Creative
Commons Attribution License, which permits unrestricted use, distribution, and reproduction in any medium,
provided the original author and source are credited.

This work is licensed under a Creative Commons Attribution 4.0 International License (CC BY 4.0).

e

& editor@iaeme.com

https://iaeme.com/Home/journal/lJCET editor@iaeme.com


https://doi.org/10.1109/access.2021.3073203

